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Automating hybrid SAP 
Operations

How leading enterprises are preparing for 
RISE with SAP
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The right mix for SAP

Observability

Integration

Automation
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Automation Across the Technical Stack

SAP

Database

Operating System

IaaS Public Cloud and 
VMWare

Start / Stop SAP SPAM Updates System Refresh Import 
Transports

Profile 
Parameter Maint

Trigger ABAP 
Events

SSL Certificate 
Automation

Start  / Stop 
Instance

ST  PI, STA/PI 
Updates

Kernel 
Upgrades

Call BAPIs Job Create / 
Release / Delete

HotNews 
Analysis

Software 
Update Manager

Start / Stop 
Scheduled and 

Triggered

OS Patching Distribute Files OS Hardening 
Checks Run Scripts SSH

Start / Stop 
Public Cloud 
and VMWare

Run SQL Scripts Start / Stop SAP 
Database
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Observation
Know everything happening across your landscape

● End to end automated landscape observation powered 
by machine learning

● System specific best practice applied out of the box

● Automated analysis of critical security alerts from SAP 
HotNews) including system-impact detection

● Real-time visibility into the total health of your SAP 
landscape including customizable service-level reports

● Flexibility to customize design & deploy your own 
landscape-specific checks

● Trigger automations based on observations in real-time
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Roles and Responsibilities (“R&R”)

Must be 
performed 

by SAP

Customer 
responsibilityLink 

https://www.sap.com/sea/about/agreements/policies/hec-services.html?search=RISE&sort=latest_desc&tag=language%3Aenglish
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Roles and Responsibilities (“R&R”)

Link 

https://docs.google.com/spreadsheets/d/1dc_GPKl0lKol_CcUoSKwvLUW1T7IjlAEwsQaJo_DG2U/edit?usp=sharing
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or

On-prem
Hyperscale Cloud

S/4HANA Cloud 
Private Edition

SAP S/4HANA 
SAP GUI

RFC
ICM Web

SAP HANA 

SAPControl (sapstartsrv)

Avantra Agent

OS Access (ssh)
<sid>adm

root

32NN
33NN
8443

SAP S/4HANA 
SAP GUI

RFC
ICM Web

SAP HANA 

SAPControl (sapstartsrv)

Avantra Agent

OS Access (ssh)
<sid>adm

root

32NN
33NN
8443

✅
✅
✅

✅

✅

✅
✅

✅

✅
✅
✅

✅

❌

❌
❌

❌

1

2

1 with restrictions on roles
2 innocuous commands can be executed from application server

ABAP
✅

OSE
✅

ABAP
✅

OSE
✅
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or

On-prem
Hyperscale Cloud

S/4HANA Cloud 
Public Edition

SAP S/4HANA 
SAP GUI

RFC
ICM Web

SAP HANA 

SAPControl (sapstartsrv)

Avantra Agent

OS Access (ssh)
<sid>adm

root

32NN
33NN
8443

SAP S/4HANA 
SAP GUI

RFC
ICM Web

SAP HANA 

SAPControl (sapstartsrv)

Avantra Agent

OS Access (ssh)
<sid>adm

root

32NN
33NN
443

ABAP✅
✅
✅

✅

✅

✅
✅

✅

❌
❌
✅

❌

❌

❌
❌

❌

1

1 allowlist RFC interfaces possible

❌

OSE
✅

ABAP
✅

OSE
✅
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Server metrics

CPU
RAM

Disk

Filesystems

Paging

What is the most common observability 
request for RISE with SAP?
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RISE with SAP requirements

dir dirNFS

dir dirNFS
⚠ stale

Monitor for stale mount 
points
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Is any table partition in SAP HANA 
approaching 2 billion rows? 

RISE with SAP requirements
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Build Workzone

SAP ERP
SAP GUI

Old world
New world

S/4HANA

Cloud 
Foundry 

App

Destination 
Service

Cloud 
Connector

BTP

Integration 
Suite

Other 
Products
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ITSM Integrations with SAP

Approval 
Workflow Create a user

Certificate 
Expiring

Approval 
Workflow

Automation

Certificate 
Renewal

Certificate 
Authority

or
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How do your team stay skilled?
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How do your team stay skilled?
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Essential to avoid business-impacting downtime

Observability and Automation

Getting more critical as complexity grows

A fundamental requirement for modern SAP operations 
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RISE Roles and 

Responsibilities
Customer 

Requirement

Start and 
stop SAP

OS Patching

Tasks in client 
000

Basis security 
SAP NotesTasks for products 

you donʼt have

CAS packages not 
included in contract

Tasks performed by 
request only

Application security 
SAP Notes

Tasks in 
productive 

client

User 
administration

Application 
monitoring

Availability 
monitoring

Change 
testing

Service 
Management

Certificate 
renewal…

…

…

…

…

Audit
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Helping SAP customers run their business 
at their best for 20+ years

Now you’re really running.TM

and more…


